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Second Round KEM Candidates



KEM Summary

• Compared algorithms using bandwidth cost of 2000 cycles/byte
• Saber provides best overall performance
• Small public keys and ciphertext
• Fast operations

• Kyber best for constrained devices
• Public keys a bit larger than Saber (about same ciphertext length)
• Faster operations than Saber
• Needs little memory (even Kyber-1024 uses < 4 KB RAM)

• BIKE-2 probably least bad non-lattice submission



Size Constraints

• RFC 7296, Internet Key Exchange Protocol Version 2 (IKEv2)
• All IKEv2 implementations MUST be able to send, receive, and process IKE 

messages that are up to 1280 octets long, and they SHOULD be able to send, 
receive, and process messages that are up to 3000 octets long.

IKE_SA_INIT
HDR, SAi1, Kei, Ni 

HDR, SAr1, Ker, Nr, [CERTREQ]

Public key
Ciphertext



eBACS – 2013 Intel Xeon E3-1220 v3 (hiphop)
https://bench.cr.yp.to/results-kem.html#amd64-hiphop

https://bench.cr.yp.to/results-kem.html


Jacob’s Numbers (Code-based Only)

• BIKE-2-CCA has 1,472 byte public keys and ciphertexts
• Shortest code-based option, but wouldn’t fit in a single packet.



Performance Numbers from Submissions



PQM4 KEM Decryption Benchmarks
• Which fit in 4 KB RAM (max. RAM in payment cards)?
• Kyber: 512, 512-90s, 768, 1024
• NewHope-512cca
• BabyBear is close (maybe M4-optimized version would fit?)

• Only showing KEMs w/ total cost < 10,000,000 cycles (decrypt only)
• Optimized version of NTRU Prime not available

https://github.com/mupq/pqm4/blob/master/benchmarks.md

https://github.com/mupq/pqm4/blob/master/benchmarks.md


PQM4 KEM Encryption Benchmarks

• Only showing KEMs w/ total cost < 10,000,000 cycles (encrypt only)
• Optimized version of NTRU Prime not available

https://github.com/mupq/pqm4/blob/master/benchmarks.md

https://github.com/mupq/pqm4/blob/master/benchmarks.md


More Cortex M4 Numbers

• Feasibility and Performance of PQC Algorithms on Microcontrollers, 
Brian Hession and Jen-Peter Kaps, Second PQC Standardization 
Conference:
• If execution time or power consumption are of greatest concern, the Kyber, 

NewHope, Ntru, and Saber implementations are good candidates for KEM 
algorithms. However, if memory usage is of greatest concern, the Kyber and 
Three Bears algorithms are best suited.

https://csrc.nist.gov/CSRC/media/Events/Second-PQC-Standardization-Conference/documents/accepted-papers/kaps-feasibility-performance-pqc.pdf






NewHope on ARM Cortex M0 and M3

• Post-quantum crypto on μC: Peter Schwabe, December, 12, 2017
• https://cryptojedi.org/peter/data/continental-20171212.pdf

• Cortex M0:
• Fits in 8 KB of RAM
• Key generation: 1,170,892 cycles
• Encryption: 1,760,837 cycles
• Decryption: 298,877 cycles

• Cortex M4:
• Key generation: 781,518 cycles
• Encryption: 1,140,594 cycles
• Decryption: 174,798 cycles

https://cryptojedi.org/peter/data/continental-20171212.pdf

